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PART 1 BIDDING PROCEDURES

PART 1: BIDDING PROCEDURES

References:

References to the Act are to the Public Procurement and Disposal of Public Assets Act
[Chapter22:23) and references to the Regulations are to the Public Procurement and Disposal of
Public Assets (General) Regulations (Statutory Instrument No. 5 of 2018). The terms and
requirements in the Act and Regulations govern the submission of Bids and should be read by all
Bidders.

Procurement Reference Number: DOMESTIC TENDER ZIMRA NCB 11/2023

Preparation of Bids

You are requested to bid for the Supply, Delivery and Configuration of a BeyondTrust Privileged
Management Maintenance as specified in the Statement of Requirements below, by completing and
returning the following documentation:

1. the Bid Submission Sheet in this Part;

the Statement of Requirements in Part 2;
Proof of supplier registration with the Procurement Regulatory Authority of Zimbabwe (PRAZ).
A bid security

A copy of CR14 now CRé, CR6 now CRS, Certificate of Incorporation.
A Detailed Company profile
A Valid Tax Clearance

At least three traceable reference letters on client lefterhead showing bidder’s direct experience in
the Supply, delivery, installation and configuration of a Static Application Security Testing
(SAST) Tool or similar services.

© N AL AW

You are advised to carefully read the complete Bidding Document, as well as the General Conditions
of Contract which are available on the Authority’s website, before preparing your Bid. Part 3:
Contract is provided not for completion at this stage but to enable Bidders to note the Contract terms
they will enter into if their Bid is successful.

The standard forms in this document may be retyped for completion but the Bidder is responsible for
their accurate reproduction. All pages of the Bid must be clearly marked with the Procurement
Reference Number above and the Bidder’s name and any reference number.,

Number of bids allowed

No Bidder may submit more than one bid, either individually or as a joint venture partner in another
Bid, except as a subcontractor. Where the procurement is divided into lots and packages, only one Bid
can be submitted. A conflict of interest will be deemed to arise if bids are received from more than
one Bidder owned, directly or indirectly, by the same person.

Clarification
Clarification of the bidding document may be requested in writing by any Bidder-andshoy
to; o

The Director Procurement \
Zimbabwe Revenue Authority (ZIMRA) 2% MAR 2023 05} uo)

\_ A~~_PROCUREMENT
~ U pao——

—————r
X350, Aer
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PART 1 BIDDING PROCEDURES

10" Floor, ZB Centre
Corner Kwame Nkrumah Ave/ First Street
Harare, Zimbabwe.

Or via Email to procurementi@zimra.co.zw

Such queries should be submitted within 5 days from the date of publication and responses to
questions / queries will be made in writing to all prospective bidders at least 3 days before
tender closing.

Validity of Bids

The minimum period for which the Bidder’s bid must remain valid is 90 days from the deadline for
the submission of bids.

Submission of Bids

Bids must be submitted in writing in a sealed envelope to the address below, no later than the date and
time of the deadline below. It is the Bidder’s responsibility to ensure that they receive a receipt
confirming submission of their bid that has correct details of the Bidder and the number of the Bid.

The Bidder must mark the envelope with the Bidder’s name and address and the Procurement
Reference Number.

Bids should be submitted in triplicate with one (1) original copy marked “ORIGINAL” and two (2)
copies each marked “COPY” All 3 copies should be in sealed envelopes clearly marked with the
details of the tender, and should be deposited in a tender box situated at the below address. In the
event of any discrepancy between the original and the copies, the original will prevail.

Late bids will be rejected. The Procuring Entity reserves the right to extend the bid submission
deadline but will notify all potential bidders who have collected the bidding documents of the
amended bid submission deadline.

Date of deadline: 21/04/2023 Deadline Time:  1000Hours
S REVENE

Zimbabwe Revenue Authority - “..5_’_{5?9‘

Submission address: Al
10" Floor, ZB Centre )

Corner Kwame Nkrumah Ave/ First Street © 2 4 MAR 2027 008) ug
Harare; Zimbabwe . 2~ PRO '
A ,7_"*~~~H,EUREME"T/

20X 3360, nRanie~
Means of acceptance:  Bids in the sealed envelopes shall be deposited in a tender box situated at
the above address. All the bidders should record their bids in the tender
submission register situated thereto, in the format prescribed in the
register.
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CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)
TOOL.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 11/2023
PART | BIDDING PROCEDURES

Bid opening

Due to the Covid 19 pandemic, NO Bidders will be allowed to witness the opening of bids on the
closing day.

Withdrawal, amendment or modification of Bids

A Bidder may withdraw, substitute, or modify its Bid after it has been submitted by sending a written
notice, duly signed by an authorized representative. However, no Bid may be withdrawn, substituted,
or modified in the interval between the deadline for submission of Bids and the expiration of the
period of Bid validity specified by the Bidder or any extension of that period.

Delivery Requirements
The delivery period required (from the date of contract signing) and the final destination for delivery
are as indicated in the Delivery Schedule in Part 2.

Bid Prices and Discounts

The prices and discounts quoted by the Bidder in the Bid Submission Form and in the Price Schedules
must conform to the requirements specified below.

Prices must be quoted as specified in the Price Schedule included in Part 2 Statement of
Requirements. In quoting prices, the Bidder is free to use transportation through carriers registered in
any eligible country and similarly may obtain insurance services from any eligible country. Prices
quoted must include the following costs and components:

{a) For Goods

(i)  the price of the Goods and the cost of delivery to the final destination, including the
relevant INCOTERM, as stated in the Delivery Schedule;

(i) the custom duties to be paid on the Goods on entry in Zimbabwe, if not already
included;

(iii) Any other applicable import taxes;

(iv) Any sales and other taxes due within Zimbabwe which will be payable on the Goods,
if not already included;

(v) Any rebate or mark-up of the local agent or representative.

(b)  for Related Services, (other than inland transportation and other services required to convey
the Goods to their final destination), whenever such Related Services are specified in the
Schedule of Requirements:

The price of each item comprising the Related Services (inclusive of any applicable taxes), -
nBWe “_E"_ E"UE Jar

- . -\
id Security HEAD UFFM

The Bidder must include Bid Security of USS$1, 000.00 in either of the following ‘fQ@mS'

\
Option 1 -------- A Certified Bank Cheque in the ZIMRA name. 2 4 MAR 2073 oos
Option 2 -------—A Bank Guarantee in the ZIMRA name A 5~FBOCUREMENT
Option 3 -------— A Cash Deposit to the Authority PRAZ N T

The bid security shall be valid for a period of 90 days after the end of the bidding period.

Any bid not accompanied by a Bid Security. where this is a requirement of bidding, will be
rejected by the Procuring Entity as non-responsive.
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PART 1 BIDDING PROCEDURES

If a bidder chooses options 2 or 3, the following should be noted;
Option 2

Submission of bank guarantee

A standard bank Guarantee of US$1,000.00 which is valid for 90 days, obtainable from a
reputable Registered Commercial Bank redeemable in Zimbabwe.

Please note: The required Bank Guarantee should include the following features and be
redeemable in Zimbabwe in order for it to be considered valid:

Letterhead of registered commercial bank (i.e. the Supplier of the Bank Guarantee

The Header has to clearly state that it is a Bank Guarantee.

Purpose of the Bank Guarantee to be clearly stated.

The date when the Common Seal of the said Surety was effected should be clearly shown.
Conditions of the said Obligations must be stated.

The physical address of the Surety should be given.

The validity period of the Bank Guarantee must be clearly stated.

Signature of surety and the date when it was endorsed must be clearly shown.

It must be an original document that is date stamped.

. Bid Bonds from Insurance Companies are not acceptable.

. All foreign Bank Guarantee to be confirmed by a local corresponding Commercial bank in
Zimbabwe.

The Bank Guarantee of the unsuccessful bidders will be released immediately after the award
of the Tender while that of the winning bidder will only be released after submission of the
Performance Bond as specified in the tender document section 1.9

Option 3

If Option 3 is chosen bidders must pay US$1,000.00 for the Bid Security that shall be
Refundable at the end of the bid validity period plus another US$200.00 that shall be
non-refundable for cash bid bond establishment fee in line with Part 1V of the Procurement
Regulations (S.1.293 of 2022). The amount is payable at Procurement Regulator\ Authority
of Zimbabwe (PRAZ), 76 Samora Machel Avenue, Harare or to be dc:pdsitéd r”:rtl\‘the

following Account numbers: ‘ HEAD 0FFipg
1. NON-REFUNDABLE (LOCAL) =N 24 MAR 2003w
¢\ 9/ HQ |
BANK NAME: COMMERCIAL BANK OF ZIMBABWE N2 o~ PROCUREMEY; L
ACCOUNT NAME: PROCUREMENTREGULATORYAUTHORHY(WQﬂWBABWE”‘jf‘//
ACCOUNT NUMBER: 01121064850020 L =
BRANCH: KWAME NKRUMAH
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Administrative and Mandatory Evaluation Criteria

Evaluation Parameter Compliant / Non-Compliant

1, Bid Validity Must be 90 days.

2. Bid Security of US$1,000.00

3. Bidders must submit a signed bid submission
sheet .

4. Bidders must state payment Terms, preferably
within 30 days after delivery

5. Delivery Period must be stated

6. Three Reference Letters on Client ietterheads
showing direct experience in the Supply,
delivery, installation and configuration of a
Static Application Security Testing (SAST)
Tool or similar service

2. Technical Evaluation

Technical evaluation shall be done as per technical specification and Compliance sheet.

3. Financial Evaluation.

This shall be done using the prices submitted by bidders.

L0¥ 3350, nrRaee

Eligibility and Qualification Criteria

Bidders are required to meet the criteria in section 28 of the Act to be eligible to participate in public
procurement and to be qualified for the proposed contract. They must therefore provide any available
documentation and certify their eligibility in the Bid Submission Sheet. To be eligible, Bidders must

1. have the legai capacity to enter into a contract;

2. not be insolvent, in receivership, bankrupt or being wound up, not have had business activities
suspended and not be the subject of legal proceedings for any of these circumstances;

have fulfilled their obligations to pay taxes and social security contributions in Zimbabwe:

4. not have a conflict of interest in relation to this procurement requirement;
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2. REFUNDABLE (LOCAL)

BANK NAME: COMMERCIAL BANK OF ZIMBABWE

ACCOUNT NAME: PROCUREMENT REGULATORY AUTHORITY OF ZIMBABWE
ACCOUNT NUMBER: 01121064850030

BRANCH: KWAME NKRUMAH

The Bid Security of a Joint Venture (JV) must be in the name of the JV that submits the Bid.
If the JV has not been legally constituted at the time of bidding, the Bid Security must be in
the names of all intended partners

Evaluation of Bids
Bids will be evaluated using the following methodology:

1. Preliminary examination to confirm that all documents required have been provided, to confirm
the eligibility of Bidders in terms of section 28 (1) of the Regulations and to confirm that the Bid
is administratively compliant in terms of section 28 (2) of the Regulations as shown below:

2. Technical evaluation to determine substantial responsiveness to the specifications in the
Statement of Requirements;

3. Financial evaluation to check for possible arithmetic errors on prices.

Bids failing any stage will be eliminated and not considered in subsequent stages.

Review by the Special Procurement Oversight Committee

Section 54 of the Act provides for review by the Special Procurement Oversight Committee especially
sensitive or especially valuable contracts. This requirement will be subject to this review; hence, at
least two identical copies of the bid document are required. Where the copies are not identical, the
contents of the bid marked original will alone be considered.

Evaluation criteria

1. Eligibility and Qualification Evaluation

Evaluation Parameter Compliant / Non-Compliant

[.. Proof of registration with the Procurement
Regulatory Authority of Zimbabwe (2023).

2. Valid Tax Clearance Certificate.

3. Proof of registration with NSSA.

| | | & o OCUREN gy
4. Company Profile with, Certificate of & /

|
I
™~ H:‘-‘ 2 ..'H" N Hﬂul’;_,“ .;- ."“‘.
Incorporation, CR6 now CR35 and CR14 now \'-fﬂ;‘_“_-jfjffxf'
CR6 or other company registration documents.
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PART 1 BIDDING PROCEDURES

5. not be debarred from participation in public procurement under section 72 (6) of the Act and
section 74(1) (¢), (d) or (e) of the Regulations or declared ineligible under section 99 of the Act;

have the nationality of an eligible country as specified in the Special Conditions of Contract; and

7. Have been registered with the Authority as a Supplier and have paid the applicable Supplier
Registration Fee set out in Part 111 of the Fifth Schedule to the Regulations.

Origin of Goods

All goods and related services must have as their country of origin an eligible country, as specified in
the Special Conditions of Contract.

Technical Criteria

The Technical Specifications Sheet details the minimum specification of the goods required. The
goods offered must meet this specification, but no credit will be given for exceeding the specification.
No alternatives to technical specifications given shall be accepted for evaluation.

Currency

Bids should be priced in both United States Dollars (US$). The currency for evaluation is
US$ and the payment shall be done in ZW$ at the prevailing Reserve Bank of Zimbabwe
Interbank rate on the date of payment.

Award of Contract

The bid, after application of any additional evaluation criteria, including any margin of preference,
which is substantially responsive to the requirements of this bidding document, will be recommended
for award of contract. The proposed award of contract will be by issue of a Notification of Contract
Award in terms of section 55 of the Act that will be effective until signature of the contract documents
in accordance with Part 3: Contract. Unsuccessful Bidders will receive the Notification of Contract
Award and, if they consider they have suffered prejudice from the process, they may within 14 days
of receiving this Notification, submit to the Procuring Entity a Challenge in terms of section 73 of the
Act, subject to payment of the applicable fec set out in section 44 of and the Third Schedule to the
Regulations.

The contract will only be valid subject to payment of annual contract admm' atli
determined when the bid is deemed successful. QRRE———4¢ TAN
HEAD orFicr S8\
Right to Reject .f,ﬂ\
The Procuring Entity reserves the rtght to accept or reject any Bids or to, cancel tge"pl’gé»ﬁ'eﬂ%ﬁ 0os) Hy |
process and reject all Bids at any time prior to contract award. LY Y PROCUREMEN

. PAse -

Corrupt Practices NOK a3 ARt~

— I
—— e

\

The Government of Zimbabwe requires that Procuring Entities, as well as Bidders and Contractors,
observe the highest standard of ethics during the procurement and execution of contracts. In pursuit
of this policy:

1. the Procuring Entity will reject a recommendation for award if it determines that the Bidder
recommended for award has, directly or through an agent, engaged in corrupt, fraudulent,
collusive or coercive practices in competing for the Contract or been declared ineligible to be
awarded a procurement contract under section 99 of the Act;

2. the Authority may under section 72 (6) of the Act impose the sanctions under section 74 (1) of the
Regulations; and

3. Any conflict of interest on the part of the Bidder must be declared.
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PART 1 BIDDING PROCEDURES

Bid Submission Sheet

{Note to Bidders: Complete this form with all the requested details and submit it as the first page of
your Bid. Attach the completed Statement of Requirements and any other documents requested in
Part 1. Ensure that your Bid is authorised in the signature block below. A signature and
authorisation on this form will confirm that the terms and conditions of this Bid prevail over any
attachments. If your Bid is not authorised, it may be rejected. If the Bidder is a Joint Venture (JV),
the Bid must be signed by an authorized representative of the JV on behalf of the JV, and so as fo be
legally binding on all the members as evidenced by a power of attorney signed by their legally
authorized representatives.

Bidders must mark as “CONFIDENTIAL” information in their Bids which is confidential to their
business. This may include proprietary information, trade secrets or commercial or financially
sensitive information).

Procurement Reference Number:
Subject of Procurement:

Name of Bidder:

Bidder’s Reference Number:
Date of Bid:

We offer to supply the items listed in the attached Statement of Requirements, at the prices indicated
on the attached Price Schedule and in accordance with the terms and conditions stated in your Bidding
Document referenced above.

We confirm that we meet the eligibility criteria specified in Part 1: Procedures of Bidding.

We declare that we are not debarred from bidding and that the documents we submit are true and
correct.

The validity period of our bid is: ............ {days} from the date of submission.

We confirm that the prices quoted in the attached Price Schedule are fixed and firm for the duration of
the validity period and will not be subject to revision, variation or adjustment.

Bid Authorised by:
SO . . ot ot e s Ji e SRR e U S SN S
RO SRR R s s e et T N A i R (DD/MM/YY)

Authorised for and on behaif of:
Company

Address:
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PART2

STATEMENT OF REQUIREMENTS

PART 2: STATEMENT OF REQUIREMENTS

Name of Bidder:

Biddet’s Reference Number:

List of Goods and Price Schedule

BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND CONFIGURATION
OF SUPPLY, DELIVERY, INSTALLATION AND CONFIGURATION OF A STATIC APPLICATION
SECURITY TESTING (SAST) TooL.
PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 11/2023

Lot | Deseription of i MUB’t of Unit Price Total Price
No Goods Quantity* easureme USS
nt USS§*
[to be :
provided by [t? be provided by the
the Bidder] Gidder)
Supply, delivery, Years
installation and
1 configuration of a 2
Static Application oWt REVENUE 27 5
(S;Zlg’ir?geslﬁng = |eav orrice )
ool.
214 MAR 72073 TUB AT |
VAT R e J
\ -, PROCUREMENT .~ /
A T e —— O
OTHER COSTS ~40x 4360, RAREZ
TOTAL COSTS

Note 1: Bidders must attach the Original Equipment Manufacturer (OEM) certificate to the bidding documents,

Note 2: The description or quantity must indicate the unit of measure where relevant.

Note 3: Unit and total prices must be for delivery through to the final destination stated in Part 1.

Note 4: Include any additional costs, such as installation or commissioning.
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PART 2 STATEMENT OF REQUIREMENTS
Delivery Schedule
Name of Bidder:

Bidder’s Reference Number:

{Note to Bidders: If the delivery period offered or any other details, differ from the requirements below, this

should be stated in your tender).

Delivery Date
: Required by S
LOT A : Physical 3 5 Bidder’s offered
No Description of Goods Quantity Unit Procuring Entity Delivery period
and applicable
INCOTERM
30 days from last {10 be provided
signature date by the Bidder}
Supply, delivery. installation and
configuration of a Static
1 Application Security Testing 2 ears
(SAST) Tool.

The delivery period required is measured from the date of the signing of the Contract between the

Procuring Entity and the Bidder.

{oos

S
- HEAD OFFICE

We REVERLE g
= --—~h-“!£{§ggib
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PART 2 STATEMENT OF REQUIREMENTS

Technical Specification and Compliance Sheet
Name of Bidder:

Bidder’s Reference Number:

The Goods and Related Services must comply with following Technical Specifications and Standards:

[Columns a and b are completed by the Procuring Entity. Column ¢ must be completed by the Bidder
lo indicate the full specification of the items offered and their compliance with the specification
required (in Column b)]

la B ¢

{Confirm full specification
Item | Item description and full technical Specification required (including applicable of items offered by Bidder
No: standards) and compliance of items to
detail in column b}

Static Application Security Testing (SAST) Tool
TECHNICAL SPECIFICATIONS

* Accurate static code analysis in seconds in
IDE to identify security vulnerabilities in
source code, byte code or binaries.

* Pinpoint the root cause of vulnerabilities

i and dacirate down to the line of code.

code analysis : ) :
¢ provide all the information needed to fix

identified issues including descriptions,
categories, severity, CWE data, defect
location, detailed remediation guidance, and
Data flow traces, as well as issue triage and
management features within IDE.

» Provide a holistic view of applications’ risk
posture at different software development

Comprehensive life cycle (SDLC) stages.
reporting and
li , . .
‘c,?s[;;)l;l;:ynce ® Provide Security team a centralized
aggregated risk profile of the entire
application portfolio.
—GWE REVENGE
S "W
W HEAD OFFICE B
HO(o08 9 4 MAR 2029 m]; HD
.

PROCURE _/

50X T5%5, rnaes
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PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 11/2023

PART 2 STATEMENT OF REQUIREMENTS
a B ¢

{Confirm full specification
Item | Item description and full technical Specification required (including applicable of items affered by Bidder

No:

standards)

and compliance of items to
detail in column b}

Filter identified vulnerabilities by category,
view trend reports, prioritize remediation of
vulnerabilities based on criticality, and
manage security policy compliance (e.g..
OWASP Top 10, CWE Top 25, and PCI
DSS) across teams and projects.

PDF report downloads allow auditors to
maintain detailed compliance records.

Charts showing overall security risk and
compliance to industry standards (e.g.,
OWASP Top 10 and CWE Top 25).

View reporting dashboards of Industry
Recognized Priority Lists, Top 5 Issues
Types, and Technical Risk Indicators so that
you can focus on issues that matter most to
your organization and prioritize them.

Predefined filters to filter and group issues
by CWE, standards taxonomy, priority list,
risk indicator, path, and individual developer
OWNeErs.

Critical checks

¢ » & & & » 5 & 2 ¢ S & P s

API usage errors

Best practice coding errors

Buffer overflows

Build system issues
Class hierarchy inconsistencies
Code maintainability issues
Concurrent data access violations
Control flow issues

Cross-site request forgery (CSRF)
Cross-site scripting (XSS)
Deadlocks

Error handling issues \
Hard-coded credentials \
Incorrect expression

Insecure data handling

Integer handling issue

HEAD OFF1E

REV

ENGE 40@%
&>

MAR 2023 008 g |

cursmeyy S/
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No:

standards)

PART2 STATEMENT OF REQUIREMENTS
a B c

. {Confirm full specification
Ttem | Item description and full technical Specification required (including applicable of items offered by Bidder

and compliance of items to
detail in column b}

Integer overflows
Memory-corruptions
Memory-illegal accesses
Null pointer dereferences

Path manipulation

Performance inefficiencies, Program hangs
Race conditions
Resource leaks
Rule violations
Security best practices violations
Security misconfigurations
SQL injection
Uninitialized members

Software
Development
Life Cycle
Integrations

Software Development Life Cycle Integrations

Comprehensive
issue
management
dashboards

Comprehensive issue management dashboards

Supported
languages and
platforms

Apex,

C/C++

C#

CUDA

Java# (including Android)
JavaScript /AJAX/Node.js
PHP

Python

.NET Core

Objective- C e
Go AN

JSP
Ruby
Swift 1
Fortran NG
Scala

VB.NET

108

Android

TypeScript

Kotlin

ActionScript/ MXML Flex)

ASPNET GWE[REVENUE 75

HEAD QOFFICE

P#

Iy

=l |

Ef“i:faJJ:

\G,;.f
., A

MAR 2023 %) nt)
jocuREmzsr "/

L

e
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PART2

STATEMENT OF REQUIREMENTS

a

B ¢

Item
No:

{Confirm full specification
Item description and full technical Specification required (including applicable of items offered by Bidder
standards) and compliance of items to
detail in column b}

Classic ASP (with VBScript)
COBOL
ColdFusion CFML
HTML

MXML (Flex)

Perl

PL/SQL

T-SQL

SAP ABAP/BSP
Scala

Swift

Visual Basic
VBSecript

XML

Java - Android SDK, Apache Shiro, Axis,
DWR, Enterprise Java Beans (EJBs), GWT,
Hibernate, iBatis, Java Frameworks, Java
Persistence API (JPA), Javax.websocket,
JAX RS, JAX WS, JEE, JSF/Facelets, JSP
and JSP Standard Tag Library
(JSTL),ReactiveX (RxJava, Reactor),
Supported Restlet, Spring Boot, Spring Framework,
frameworks Struts, Terasoluna, Tiles. Vert.x, WS XML-
RPC

o C#- ASP.NET Core MVC/ASP.NET MVC,
ASP.NET Core Web API, ASP.NET ASMX
Web Services, ASP.NET Web Forms,
Identity Server, MassTransit, Razor
templates, WCF Services.

REVENUE A7
. ‘,h%‘ﬁ?}'—' AU“’D?;
W7 nEan oFFicE <},
008 2 4 MAR 2023 "5

'Y

i PHOCUREMERT -
0 B amen, nen

Page I7 of 28



BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY, INSTALLATION AND
CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)

TOOL.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 11/2023

PART 2 STATEMENT OF REQUIREMENTS
a B ¢

{Confirm full specification
ftem | Item description and full technical Specification required (including applicable of items offered by Bidder

No:

standards)

and compliance of items to
detail in column b}

JavaSeript/TypeScript: Client-side -
Angular, Angular IS, Apache Cordova,
Backbone, Bootstrap, Ember, HTML5 DOM
APIs/Ajax, jQuery, Mithril, React/ Preact,
Socket.IO, Swig,Vue. Server-side - Angular
server-side rendering (Express and Hapi
engines), Express, Fastify, Hapi, Koa,
Mean.io, Node, Passport, React server-side
rendering (Next.js), Restify, SAP XS Classic
and Advanced, Socket.]O and Vue server-ide
rendering. Template engines - Consolidate,
doT js, EJS, Handlebars, Hogan, Jade, koa-
views, Lodash (tempiating), Matrko,
Mustache, Nunjucks,Pug,Swig, Twig,
Underscore (templating), Vision. Major
libraries - Axios, Google Cloud APIs
(Storage), Mongoose / MongoDB, Request,
Sequelize, Sqlx,Swashbuckle, Underscore /
Lodash

GO - Echo

PHP - Laravel , Symfony

Python - Flask, Django

Ruby - Ruby on Rails

IaC Frameworks - Android, Apache
Cordova, Apache Kafka, Apache Struts,
Apache Zookeeper, Apollo GraphQL, AWS
Cloudformation, Consul, Express, Grails®
framework, GraphQL, Istio, Jakarta Server
Faces, Java/Jakarta EE, Kubernetes, mybatis,
NodeJS, OpenAPI, Postman,RabbitMQ,
React, Socket.1O, Spring, Terraform and
Vue.js

Flutter

Supported
platforms

SO Class
Windows, < REVEN
Linux <\ o
: AD OF
Mac OS X, /A B
Solaris, s 2 4 MAR
AIX, . \.__ PROCURE
NetBSD, 2o
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY, INSTALLATION AND
CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)

TOOL.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 11/2023

PART 2

STATEMENT OF REQUIREMENTS

|

a B

c

| Item
| No: standards)

Item description and full technical Specification required (including applicable

{Confirm full specification
of items offered by Bidder
and compliance of items to
detail in column b}

SDLC native
integrations

SCM - AccuRev, Apache Subversion
(SVN),CVS, Git, Mercurial (Hg),Perforce
Helix, Team Foundation Server SCM

Legacy IDEs - IBM Rational Team Concert,
QNX Momentics, Wind River Workbench

CI build servers - Azure DevOps Server.,
Bazel, Jenkins.

Code Sight supported IDEs — Visual Studio
for VB.NET, C#, C/C++,JavaScript, PHP,
Python, Ruby, TypeScript. Visual Studio
Code for C# ((NET Core), C/C++, Java,
JavaScript, PHP, Python, Ruby, TypeScript.
Visual Studio Code (Rapid Scan) for Java,
JavaScript, and TypeScript. Eclipse for Java,
JavaScript, C/C++, PHP,Python, Ruby,
TypeScript. IntelliJ for Java, JavaScript,
PHP, Python, Ruby, TypeScript. WebStorm
for JavaScript, TypeScript. PyCharm for
Python. PhpStorm for PHP. RubyMine for
Ruby

Issue tracking — Jira, Bugzilla

Supported
compilers

Analog Devices Blackfin
Analog Devices SHARC
Analog Devices TigerSHARC,
ARM C/C++

Borland C++

CEVA BXx

CEVA XC16 P
CEVA-X2 7 e
CEVA-XC4500

Clang \008 14
Cosmic C i
Freescale CodeWarrior

GNU GCC/G++

GHS PowerPC on Windows
Green Hills C/C++/EC++
HI-TECH, PICC, IAR C/C++
IBM AlX, IBM XLC,

Intel C++ for Windows

JDK for Mac OS X

Keil compilers

—
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY, INSTALLATION AND
CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)

TOOL.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 11/2023

PART2 STATEMENT OF REQUIREMENTS
la B ¢
{Confirm full specification
Item | Item description and full technical Specification required (including applicable of items offered by Bidder

No:

standards}

and compliance of ifems to
detail in column b}

Marvell MSA

MPLAB XC8

Nvidia CUDA Compiler (NVCC)
OpenJDK

QNX C/C++

Renesas C/C++

SNC C/C++

SNC GNU C/C++

SONY PS4 SDK
STMicroelectronics GNU C/CH++
STMicroelectronics ST Micro C/C++
Sun {Oracle) CC

Sun/Oracle JDK

Synopsys MetaWare C and C++
Tasking for ARM Cortex

and TriCore

TI Code Composer

Visual Studio

s  Wind River C/C++

* & & & & & & 5 & S 8 P S " ">

Solution Supplier
and Deployment

Solution should be a leader in the Gartner Magic
Quadrant for Application Security Testing. Hybrid
deployment (On-premise + Cloud) and
Comprehensive integration with SDLC.

Maintenance Supplier shall provide maintenance and technical
and Technical support for the SAST tool issues escalated by
Support ZIMRA for two (2) years.

Training and

Provide all the relevant certification classroom
training on solution for 10 Users (Testers and
Developers). Training should be provided by

Eriowiedge Trained and certified Expert with 5 years or

Transfer : - .
more years proven experience of implementing
the same product

Number. o 15 Applications

applications

Licensing Licensing for 2 years should be provided.

The detailed technical evaluation will examine the technical specification of the items offered in
column ¢ and determine whether this meets the minimum specification in column b. Bidders must
complete column c or their tender will be rejected. Bidders must include technical literature to
positively support the details provided in column c.
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY, INSTALLATION AND
CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)
TOOL.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 11/2023

PART 2 STATEMENT OF REQUIREMENTS

Declaration by the Accounting Officer

I declare that the procurement is based on neutral and fair technical requirements and bidder
qualifications.
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY, INSTALLATION AND
CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)
TOOL.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 14/2022
PART 3 CONTRACT

PART 3 CONTRACT

Contract Agreement

Procurement Reference: DOMESTIC TENDER ZIMRA NCB 14/2022
THIS CONTRACT AGREEMENT is made the [insert: date] day of [insert: month],
[insert: year].

BETWEEN

(1) [insert complete name of Procuring Entity], a [ insert description of type of legal
entity, for example, an agency of the Ministry of ... of the Government of
Zimbabwe, or corporation incorporated under the laws of Zimbabwe] and having
its principal place of business at finsert full postal address of Procuring Entity]
(hereinafter called “the Procuring Entity”), and

(2)  [insert name of Contractor], a corporation incorporated under the laws of [insert:
country of Contractor] and having its principal place of business at finsert Sull
postal address of Contractor] (hereinafter called “the Contractor™).

WHEREAS the Procuring Entity invited Bids for certain Goods and ancillary services, viz.,
[insert brief description of Goods and Services] and has accepted a Bid by the Contractor for
the supply of those Goods and Services in the sum of [insert Contract Price in words and
figures, expressed in the Contract currency] (hereinafter called “the Contract Price™).

NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:

1. In this Agreement words and expressions shall have the same meanings as are assigned
to them in the General and Special Conditions of Contract referred to below.

2. The following documents shall constitute the Contract between the Procuring Entity and
the Contractor, and each shall be read and construed as an integral part of the Contract:

(a) This Contract Agreement;
(b) Special Conditions of Contract;
(c) General Conditions of Contract;

(d) Technical Requirements (including Schedule of Requirements and Technical
Specifications);

(¢) The Contractor’s Bid, original Price Schedules and Delivery Schedule; T
. i . . ! A E“ui Ho‘?’f P
(f) The Procuring Entity’s Notification of Contract Award; LR T

.@t‘ ] oFfiCE prd
(8) [Add here any other document(s)]. & we
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY, INSTALLATION AND
CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)
TOOL.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 14/2022
PART 3 CONTRACT

3.  This Contract Agreement shall prevail over all other Contract Documents. In the event
of any discrepancy or inconsistency within the Contract Documents, then the
documents shall prevail in the order listed above.

4. In consideration of the payments to be made by the Procuring Entity to the Contractor
as mentioned below, the Contractor hereby agrees with the Procuring Entity to provide
the Goods and Services and to remedy any defects in them in conformity with the
Contract.

5. The Procuring Entity hereby agrees to pay the Contractor in consideration of the
provision of the Goods and Services and the remedying of any defects in them, the
Contract Price or such other sum as may become payable under the Contract at the
times and in the manner prescribed by the Contract.

IN WITNESS whereof the parties hereto have caused this Agreement to be executed in
accordance with the laws of Zimbabwe on the day. month and year indicated above.

For and on behalf of the Procuring Entity

SITEEE R — e i i e i e e
Name:

In the capacity of: [Title or other appropriate designation]

For and on behalf of the Contractor

T S BB N P o e SR e
Name:

In the capacity of: [Title or other appropriate designation]

HEAD OFFICE

\ 24 MAR 2023

PROCUREMENT
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY, INSTALLATION AND
CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)
TOOL.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 14/2022

PART 3 CONTRACT

General Conditions of Contract
Any resulting contract is subject to the Zimbabwe General Conditions of Contract (GCC) for the

Procurement of Goods (copy available on request) except where modified by the Special Conditions
below.

Special Conditions of Contract

Procurement Reference Number... NCB14/2022

The clause numbers given in the first column correspond with the relevant clause number of the
General Conditions of Contract.

GCC Speeial Conditions
reference

GCC1.5 Eligible Countries: Only Zimbabwean companies are eligible.

GCC8.1 Notices: Any notice shall be sent to the following addresses:

For the Procuring Entity, the address shall be as given in the Contract document and the
contact shall be, 6th Floor ZB Centre, Corner Kwame Nkrumah Avenue and

First Street, Harare Zimbabwe.

For the Contractor, the address shall be as given in the Bid and the contact shall be

{state name of contact}

GCC 19.1 | Liquidated Damages: Liquidated Damages in terms of section 88 of the Act shall
apply. In the case of delays in the delivery of goods, the Contractor will be liable to
pay damages of 0.5% of contract price per week of delay up to a maximum of
10% of contract value. If 10% is exceeded, the contract may be cancelled

NB. The contractor will not be charged liquidated damages when the delay in
delivery or performance is beyond the contractor's control and is not caused by
fault or negligence on the part of the contractor.
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY, INSTALLATION AND
CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)

TOOL.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 14/2022

PART 3

CONTRACT

GCC
reference

Special Conditions

GCC21.2

Packing, Marking and Documentation; The goods shall meet the following special
packing requirements in addition to the general requirements stated in GCC clause 21.1

The documents to be furnished by the Contractor are:

I A negotiable bill of lading when the goods are coming by sea I
_—~109ev 108 0 y

2. An airway bill, when the goods are coming by Air A —
y g g oy {,{_‘.}.'_/.m% N?‘““guud

3. A road consignment note, when the goods are conn’ng’/b\,rbad ’

4. Insurance certificate, ow (8008

vER
. 3t 7
~&oniny ananc
Upon shipment, the Contractor shail notify the Procuring Entity and the insurance
company in writing of the full details of the shipment. In the event of Goods sent by
airfreight, the Contractor shall notify the Procuring Entity a minimum of forty-eight
(48) hours ahead of dispatch, the name of the cartier, the flight number, the expected
time of arrival, and the waybill number. The Contractor shal] email and then send by
courier the following documents to the Procuring Entity, with a copy to the insurance
company:

Sample provision - For Goods supplied from abroad:

() one original and two copies of the Contractor’s invoice, showing the Procuring
Entity as the consignee; the Contract number, Goods description, quantity, unit
price, and total amount. Invoices must be signed in original;

(i)  one original and two copies of the negotiable, clean, on-board through bill of
lading marked “freight prepaid” and showing Procuring Entity as the consignee
and Notify Party as stated in the Contract, with delivery through to final
destination as per the Schedule of Requirements and two copies of non-
negotiable bill of lading, road consignment note, truck or air waybill, or
multimodal transport document, marked “freight prepaid” and showing
delivery through to final destination as per the Schedule of Requirements;

(i) two copies of the packing [ist identifying contents of each package;

(iv) copy of the Insurance Certificate, showing the Procuring Entity as the
beneficiary;

(v) one original of the manufacturer’s or Contractor’s Warranty Certificate
covering all items supplied;

(vi) original copy of the Certificate of Inspection furnished to the Contractor by the
nominated inspection agency and six copies [state whether inspection is
required];

(vii) [any other procurement-specific documents required for delivery/payment
purposes].

(vi) original copy of the Certificate of Inspection furnished to the Contractor by the
nominated inspection agency and six copies (where inspection is required);

(vii) [other procurement-specific documents required for delivery/payment

purposes]
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY, INSTALLATION AND
CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)

TOOL.
PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 14/2022
PART 3 CONTRACT
GCC Special Conditions
reference

Upon or before delivery of the Goods, the Contractor shall notify the Procuring Entity
in writing and deliver the following documents to the Procuring Entity:

(i)  one original and two copies of the Contractor’s invoice, showing the Procuring
Entity, the Contract number, Goods’ description, quantity, unit price, and total
amount. Invoices must be signed in original;

(i)  two copies of delivery note, road consignment note, truck or air waybill, or
multimodal transport document showing Procuring Entity as the consignee and
delivery through to final destination as stated in the Contract;

(iii) copy of the Insurance Certificate, showing the Procuring Entity as the
beneficiary;

(iv) four copies of the packing list identifying contents of each package;

(v) one original of the manufacturer’s or Contractor’s Warranty certificate
covering all items supplied;

The above documents shall be received by the Procuring Entity before arrival of the

Goods and, if not received, the Contractor will be responsible for any conseguent
expenses.

AN L

-.\'1’ u\i é‘
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY, INSTALLATION AND
CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)

TOOL.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 14/2022

PART 3

CONTRACT

GCC
reference

Special Conditions

GCC22.1

Insurance: The Goods shall be insured in accordance with the specified Incoterms.

GCC 231
& 23.2

Inspections and tests: the tests and/or inspections of the Goods and Related Services
that the Contractor is required to carry at its own expense are: 100% inspection on
technical compliance.

GCC 24.1

Performance security:

After the award of the tender, and before the contract is signed; the winning
bidder must furnish ZIMRA with performance guarantee within 14 days after
notification of the award. This guarantee will be in the form of a Performance
Bond or guarantee equivalent to the value of 10% of the total cost of the
suppliet’s proposal, valid for the duration of the contract and endorsed by a
registered reputable Commercial Bank

GCC 244

Reduction of performance security ( Not applicable)

GCC25.1

Warranty: The period of the warranty shall be one (1) year manufacturer warranty.

GCC 25.6

Failure to remedy a defect: The period allowed to the Contractor to remedy a defect
during the period of the Warranty shall be (30) days

GCC29.1

Price adjustments: The following price adjustments are applicable.

When the application of price adjustment would modify the initial price by more than
twenty per centum or would modify the balance owing under the contract by more than
twenty per centum, the procuring entity may terminate the contract

GCC 30.1

Terms of Payment: The structure of payments shall be:

Acceptance: The Contract Price shall be paid to the Contractor within thirty (30) days
after the date of the acceptance certificate for the respective delivery issued by the
Procuring Entity.

Payment will be made to local suppliers in Zimbabwe Dollars (ZWL$) at the
prevailing RBZ Auction rate on the date of payment.

[n the event that advance payment is required, the Contractor must avail a bank
guarantee of the equivalent amount from a reputabl
bank redeemable in Zimbabwe,

/A8 naunaosd

GCC31.1

Contract Administration Fee: The Contract Admi\his\trati@@fe&‘iﬁ Sufin Part VI of
the Public Procurement and Disposal of Public*"Assets (General), (Amendment)
Regulations, S.I. 299 of 2020 is due upon the, $igning W%“Comra‘@t,‘and the
applicable Fee ZW$120,000.00 for International biddé Qpﬁwmm}\?l‘éjﬁ ’

\
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY, INSTALLATION AND
CONFIGURATION OF A STATIC APPLICATION SECURITY TESTING (SAST)
TOOL.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 14/2022

PART3 CONTRACT

Bank Guarantee for Performance Security

[This is the format for the Performance Security to be issued by a commercial bank in Zimbabwe in accordance
with GCC 18.1]

Contract No: Date:
To:

[Name and address of Procuring Entity]

PERFORMANCE GUARANTEES No:

We have been informed that [name of supplier] (hereinafter called “the Supplier”) has undertaken,
pursuant to Contract No [reference number of Contract] dated [date of Contract] (hereinafier called “the
Contract™) for the supply of fdescription of goods and related services] under the Contract.

Furthermore, we understand that, according to your conditions, Contracts must be supported by a
performance guarantee.

At the request of the Supplier, we fname of bank] hereby irrevocably undertake to pay you, without cavil,
delay or argument, any sum or sums not exceeding in total an amount of finsert amount in figures and in words]
upon receipt by us of your first written demand accompanied by a written statement that the Supplier is in
breach of its obligation(s) under the Contract conditions, without you needing to prove or show grounds or
reasons for your demand of the sum specified therein,

This guarantee is valid until full recovery of the entire sum of money above stated, consequently, we must
receive at the above-mentioned office any demand for payment under this guarantee in case of default.

Signature Signature
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