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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

PART ;l BIDDING PROCEDURES

PART 1: BIDDING PROCEDURES
References:

References to the Act are 1o the Public' Procurement and Disposal of Public Assets Act
[Chapter22:23] and references to the Regulations are to the Public Procurement and Disposal of
Public Assets (General) Regulations (Statutory Instrument No. 5 of 2018). The teims and
requirements in the Act and Regulations govern the submission of Bids and should be read by all
..Bidders,... .. . .

Procurement Reference Number: DOMESTIC TENDER ZIMRA. NCB: 14/2024

P'reparation of Bids

Requirements below by completmg and retummg the fo]]owmg documentatlo R P
1. the Bid Submission Sheét inthis Part ' '

2. the Stat_e_ment_ of Requirements in Part 2;

3. a copy of every document necessary to demonstrate eligibility in terms of section REK 1
Regulations;

B
A4y

4. Proof of supplier registration with the Procurement Regulatory Authority of Zimbabwe (_' R
2024.
A bid securing Security US$ 1,000.000.
6. A copyof CR 5, CR6 and a Certificate of Incorporation or €quivalent documents .__(forei gn
companies should submit similar company documents from their country of company registration)

You are advised to carefully read the complete Bidding Document, as well as the General Conditions
of Contract which-are available on the Authority’s website, before preparing your Bid. Part 3:
Contract is. prowded not for completlon at this stage but to enable Bidders to note the Contiact terms
they will'enter frito. 1f th $sticcesstul.

Clarificatio;
Clarification. of the,

Or via BEmail to procurement@zimra.co.zw

Such queries should be submitted within 10 days from the date of issue and responses to
questions / queries will be made in writing to all prospective bidders at least 5 days before
tender closing..
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

PART 1 BIDDING PROCEDURES

Site meeting
There is no site meeting for this tender

Validity of Bids

The rinimum period for which the Bidder's bid must remain valid is 90 days from the deadline. for
the submission of bids.

Submission of Bids
Bids must be submitted: t]1r011gl1 the. e-GP system no later than the date and fime of the deadline

below. It is the Bidder’s responsibility to erisure that they receive a receipt confirming submission of-
their bid that has correct details.of the Bidder and the number of the Bid.

Date of deadlinie: 27/05/ 2024 Deadline Time: IDODHours

Submission method: e-GP system

7 HEAD OFFICE SN
2 6 APR 2024 >52\H0
_ Paa:npamsgr/ '

Bid opening shall be done in e-GP system and the bidders shall be notified through the system
immediately following the-opening.

Bid opening

Withdrawal, amendment or modification of Bids

A Bidder may withdraw, substitute, or modify its Bid after it has been submitted by sending a written
notice, duly signed by an authorized representative. However, no- Bid may be withdrawn, substituted,
or modified in the interval between the deadline for submission of Bids and the expiration of the:
period of Bid validity specified by the Bidder or any extension of that period.

Delivery Requirements

The delivery period réquired (from the date of contract signing) and the final destination for delivery
are as indicated in the Delivery Schedule in Part 2. :

Bid Prices and Discounts
The prices and discounts quoted by the Bidder in the Bid Submission Form and in the Price Schedules-
must conform to the requirements specified below.

Prices must be quoted as specified in the Price Schedule included in Part 2 Statement of
Requireménts. In quoting prices, the Bidder is free to use transportation through carriers registered in
any eligible country and similarly may obtain insurance services from any eligible country. Prices
quoted must include the following costs and components:

(a) For Goods

(i) the price of the Goods and the cost of delivery to the final destination, including the
relevant INCOTERM, as stated in the Delivery Schedule;
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BIDDING DOCUMENT FOR THE. PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

PART 1 BIDDING PROCEDURES

(ii) the custom duties to be paid on the Goods on-entry in Zimbabwe,. if not already
included;

(iii) Any other applibable import taxes;

(iv) Any sales and other taxes due within Zimbabwe which will be payable on the Goods,
-if ot already included;

(v)  Any rebate or mark-up of the local agent or representative.

{b)  for Related Services, (other than inland trangpostation and other services requited to convey
the Goods to their final destination), whenever such Related Services are specified in the
Schedule of Requlrcments

the price of each item comprising the Related Services (inclusive of any applicable taxes).
Evaluation of Bids
Bids will be evaluated using the following methodology:

1. Preliminary examination to confirm that all documents required have been provided, to confirm
the eligibility of Bidders in terms of section 28 (1) of the Regulations and to confirm that the Bid
is administratively compliant in terms of section 28 (2) of the Regulations.

2. Technical evaluation to determine substantial responsiveness to the specifications in the
Statement of Requirements;

3. Financial evaluation and comparison to'determine the evaluated price of bids and to determine the
lowest evaluvated bid.

Bids failing any stage will be eliminated and not considered in subsequent stages.
Review by the..Special Procurement Oversight Coinmittee

‘Section 54 of-the Act provides for review by the Special Procurement Oversight Committee for certain
especlal[y sensitive or especially valuable contracts. This requirement will be subject to this review;
hence, at least two identical copies of the bid document are required. Where the copies are not
identical, the contents _of the bid marked original will atone be considered.

Evaluation criteria

The Procuring Entity’s evaluation of a Bid will take into account, in addition to the Bid Price, the
following criteria and methodologies.

Administrative and Ellglblhty Evaluation Criteria

Evaluation Parameter Compliant / Npﬂé‘@m&t

1. 'Bid Validity Must be 90 days.

2. Signed Bid-Security of US$1,000.00

3. Proof of tegistration with the Procurement
Regulatory Authority of Zimbabwe (2024).
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY

ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

BIDDING PROCEDURES

PART 1

5. Bidder must subinit a signed Bid Submission.

Sheet to démonstrate compliance to the terms
and conditions of their bid.

6. Delivery Period must be stated. Preferably

shiorter delivery period

7. Company Registration Documents. Certificate

of In¢orporation CR14 now CR6, CR6 now
CR5..Or equivalent for International bidders.

8. Bidder must state their payiient terms: Failure

to state, the terms of this tender. w1li pievall
‘which is 30 days after delivery.

9. Valid Tax Clearance Certificate (ITF263) for |

local blddel’S

10. Valid NSSA' Registration Certificate for local

bidders

11. Submission of at least 3 traceable referenice

letters, on clients letterhead for the
PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION
TESTING (VAPT) SERVICES.

12. Curriculum Vitae for key personnel forthe |

project to show expenence and capablhtles to N

execute the project.

Responsiveness

- - ‘Responsive / Non~Responsive

Eligibility and Qualification Criteria

‘Bidders are required to meet the criteria in section 28 of the Act to be eligible to participate in public-

procurement and to be-qualified for the proposed contract. They must therefore prov1de any available
documentation and certlﬁz their ehg:blllty in the Bid Submlssmn Sheet To be ehgiblc Bldders must

I
2.

have the legal capacity to enter-into a-contract;

not be insolvent, in receivership, bankrupt or being wound up, not have had business activities
. suspended and not be the subject of legal proceedings for-any of these circumstances;

have fulfilled their obli lgatlons to pay taxes:and social security contributions:in Zimbabwe;

not have a conflict of interest in relatmn to this | procurement requirement;

5. not be debarred: from. participation in public procurement under section 72 (6) of the Act and

section 74(1) (c), (d) or (e) of the Regulations or declared ineligible under section 99 of the Act;

have the national ity.of an-eligible. country as. specified in'the Special Conditions.of Contract; and
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

PART ] BIDDING PROCEDURES

7. have been registered with the Authority as a Supplier and have paid the applicable Supplier
Registration: Fee set out in Part I of the Fifth Schedule to the:Regulations.,

Origin of ‘Goods

All goods and related services must have as their country of origin an eligible country, as specified in
the Special Conditions.of Contract.

Technical Criteria

The Technical Specifications Sheet details the minimum speclficatton of the goods required. The
goods offered must meet this specification, but no credit will be given for exceeding the specification,
No alternatives to technical specifications given shall be accepted for evaluation.

Currency

Bids should be priced in United States Dollars (US$) and the currency for evalvation shall be USS$.
Payments shall be.done in local currency (ZiG) at the prevailing rate on the date of payment.

Award of Contract

The bid, after application of any additional evaluation criteria, including any margin of preference,
which is-substantially responsive.to the requirements of this bidding document will.be recommended
for award of contract. The proposed award of contract will be by issue of a Notification of Contract
Award in terms of section 55 of the Act which will be effective until mgnatme of the contract
documents-in accordance with Part 37 Contract. Unsuccessful Bidders will receive the Notification of
Contract Award and, if they consider they have suffered prejudice from the process, they may within
14 days of receiving this Notification, submit to the Procurmg Entity a Challénge in'térms of section
73 of the Act, subject to. payment of the applicable fee set out in section 44 of and the Third Schedule
to the Regulations.

The 'CQf_l"F'_r?lG?W_il'l' -only be valid subject to: payment. of ‘annual contract administration fee which is
determined when the bid is deemed successful.

Right to Reject’

The Procuring Ent_ity_re_serve's the right to accept or reject any Bids or to cancel the procurement
process and teject all Bids at any time prior to contractaward. :

Currup‘t Practices _ o o

The Government of Z'imbaﬁwé_- reQuire_S that. Procuring- Entities, as-well as Biddér_s and Contractors,

observe the highest standard of ethics during the procurement and execution of contracts. In pursuit
of this policy:

1. the Procuring. Entity will reject a recommetidation for award if #t determines that the Bidder
recommended for awatd thas, directly or through an agent, engaged in corrupt, fraudulent,
collusive or coercive practices in competing for the Contract or been declared ineligible to be
awarded a procurement contract under section 99 of the Act;

2. ‘the Authorlty may under sectlon 72 (6) of the Act impose the sanctions under section 74 (1) of the
Regulations; and’

3. Any conflict of interest on the part of the Bidder must be d_f;‘_cl_étr.ed-._ _
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NQ: DOMESTIC TENDER ZIMRA NCB13/2024

PART 1 BIbDING PROCEDURES.

Bid Submission Sheet

{Note to Bidders: Complete this form with all the requesied details and submit it as the first page of :
your Bid. Attach.the completed Statement -of Requirements and any other documents requested in
Part 1. Ensiire that your Bid is aithorised in the signature block below. A signature and
authorisation on this form will confirm that the terms and conditions of this Bid prevail over any
attachments. If your Bid is.not authorised, it may be rejected. If the Bidder is a Joint Venture (JV),
the Bid mmust be signed by an authorized represertative of the JV on behalf of the JV, and so.as to be.
legally binding on all the meibers as evidenced by a power of atiorney signed by their legally
authorized representatives.

Bidders. must mark-as “CONFIDENTIAL” information in their Bids whzch is confi dem‘m.’ fo therr
business. This may mcs'ude pmpr;eta:y mfor HAtion, fmde secrels -or conmmer ual or financially
Sensitive information}. "

Procurement Reference Number:
Subject of Procurement:

Name of Bidder:

Bidder’s Reference Number:
Dite of Bid:

We offerto supply the items listed in the attached Statement of Requirements, at the prices indicated
on the attached Price Schedule and in accordance with the terms:and-conditions stated in your Bidding
Document referenced above.

We confirm that we meet the ellglbl[lty’ criteria speclf ed in Part 1: Procedures of B1c[d1ng

‘We declare that we. are not debarred -from bidding and: that the-documents we submit.are: lrue -and
correct.

The 'validity' period of our bid is: ......... {days} from the date of submission.

We 't.;or.l.:f'l.l:r.r't'_that- the prices quoted in the. attachied Price Schedule are fixed.and firm for the duration of
the validity period and-will not be subject to-revision, variation or adjustriient. '

Bid-‘Authorised by:

Page 9 of 28




BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024
PARY 2. STATEMENT OF REQUIREMENTS
PART 2: STATEMENT OF REQUIREMENTS

Name of Bidder:

Biddet’s Reference Number:

List of Goods and Prlce Schedule

Currency of Bld ......... yemeensans erveres cemnnae UST.einerneernrnnas enearaaneen Wemreseannna

BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (V APT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

provided by
the Bidder|

| p}.;oi;ided
by the
Bidder|

PROVISION  OF . VULNERABILITY
1: | ASSESSMENT  AND ~ PENETRATION .

Note 1: The description or quantity-mus'_t.indicate--th’c‘.-unit'of measwre where rélevant. - .. -

Note 2: Unit and total pricés must be for delivery through to the fina) destiniation stated'in Part 1.

Note 3: Inciude any additional c_c_)st's,_st_l_ch as instal lation or commissiohing.

Page 10 of 28




BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

Parr2 STATEMENT OF REQUIREMENTS

Delivery Schedule
Name of Bidder:
Bidder’s Reference Number:

{Noie.to Bidders: If the delivery period offered, or any other détails, differ from the reqhirements below, this
_ shozdd be ?Iated in your tende; 4

30 days from Tast {to be provided
o signature date by the Bidder}
PROYISION OF
VULNERABILITY
] ASSESSMENT AND. - 1 Each
PENETRATION TESTING
(VAPT) SERVICES

The delivety period required is' measured from the date of the s:gmng of ﬂle Contract betwaen the
Procuring’ Entlty and the Bidder.

The Project Site for delivery of the goods is.
the final destination: .

ZIMRA KURIMA HOUSE

~ Corner 3™ and Speke Avenue.
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024
PART 2 STATEMENT OF REQUIREMENTS

Technical Specification and Compliance Sheet
Name of Bidder:
Bidder’s Reference Number:

‘The Goods-and Related Services must comply with following Technical Specifications and Standards:

- [Columns d and b are completed by the Procuring Entity. Column ¢ must be completed by the Bidder
io indicate the fuh’ specification of the items offered and their compliance with thf, Lspeuf ication
requived (in Columin b)]

“The Service Provider-would bé réquired to -p_fﬁ.wdcservmes broéﬂly-m ]

-following--'categori'es:a-- R B 1\“\BA BWE Sy E L'.'!

-

Plannmg&Techmcal Assessment - Executlon ﬁa ( Hea UE PN
. 52,

b DFF{'{:{ NSO
Interlm Reportmg and Post exacutmn actlwtxes \\ ,q PR o \\’9
. Pﬁn-... . 232{; &3 \
Reteslmg and Final Report Submlssmn % g /”y

The VAPT will be 'conducted'for..éll s_téti'o“ﬁ's,_ IT assets. in Data Center and

_Disaster Recovery Center.

Vulnerability Assessment- and Penetration Testing should cover the
ZIMRA"S. Information System Infrastructure which includes Networking
systems, Security devices, Servers, Databases, _App'liCati'o_n'S Systems:
accessible throught WAN, LAN as well as with public IP’s, ‘websites
maintained at ZIMRA’S premises Data Centre. This will 'i'ﬁ‘ﬁ'l'iivﬂ'é"iHéﬁtif&iﬂg B
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024
PART 2 STATEMENT'OF REQUIREMENTS

of the same 1o mif

‘the sccurity posture of Information Systems. VAPT should include: . .. .. | .

Conduct personal security awareness assessiment.

1.2.2. Catalogue Client Information Technology (“IT™) assets and resouirces
(e.z., applications, database, end point devices, nétwork and servers), as

réquestéd o

1.2.3. Attempting to guess passwords vsing password-cracking tools.

1.2.4. Search for back door traps in the programs.

1.2.5. Malware scanning, OS finger printing, war dialing, Man in middle

attack and Man in the browser attack..

1.2.6. Port scanning of the servers, network devices and security
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES
PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

STATEMENT OF REQUIREMENTS

Panrt2

devices/applications.

1.2.7, Network traffic observation for important and confidential information

like wsername, password flowing in clear text.

1.2.8. Compriehensive scanning of all IP address ranges in use to determine

vulnérabilities that may exist in network devices & servers, and to audit all

521H0

responsesto determine if any risks-exist. -

1.2.9. Check forthe known vulnerabilities in the Operating Systems and

applications like Browser, E-Mail, Web Server, Web Application Server and

ooz 2 6 APR 2004 o

FTP etc.

1.2.10. Check for unnecessary services/ applications funning on network

devices/ servers/ workstations.

1.2:11. Unauthorized access into the network. and extent of such access

possible. -
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

PART 2 STATEMENT OF REQUIREMENTS

I.,2;1-.2-.'.Unauthori'ze‘_d-.1nodiﬁc'ations_~to;thg‘-net-w‘oi‘k'and_..-'the-:trafﬁc'fl'o_w.ing”'_: .' '

| overnetwork. ..

1.2.13. Review of specific controls against Web Defacing and uploading of.
Troj_ansz'ir'ﬁs'/ Malware/ Spyware etc. on various servers and further spread | - 4

. of the same to clients/connected machines.

1.2.14. Attempt to-overload the System using Distributed Deriial of Service
(DDoS) & Denial of Service (DoS) attacks.

1,2.15. Check if commonly known lioles in the soﬂware espema[ly the’

browser and the e-mail software exist.

1.2.16. Checkitig for the otlier common vulnérabilities Tike IP Spoofing, -
Buffer overflows, Session hijacks, Account spoofing, Frame spoofing,

Caching of web pages, Cross-site:seripting, Cookie handling, etc.

1.2.17. Control over.network aceess points.
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024
PART 2 STATEMENT OF REQUIREMENTS

1.2.18; Possibility of traffic route poisoning. -~~~ - -

1.2.19. Test for directory Traversal.

1.2.20. Test for insecure services such as SNMP.

1.2.21. Check for vulnerabilities based on version of device/server.

1.2.22, 'Test for SQL, X8S and._.other web application related vulnerabilities.

1.2.23. Check for weak encryption.

1.2.24. Check for SMTP related vulnerabilities.

1.2.25. Check for strong authentication scheme.
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BIDDING DOCUMENT FOR THE. PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

PART 2 STATEMENT OF REQUIREMENTS

1.2.26. Test for sample and default applications/pages.

1.2.27. Check for DNS related vulnerabilities.

1.2.28. Remote access testing

1.2.29. Test for information disclosure.

1.2.30. Remote ¢ode execution.

1.2.31. Weak SSL Certificate and Ciphers.

1.2.32., Missing'patches and versions.

[.2.33. Check if vulnerability exist in the Servers, Database, Application

a2
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

PART 2 STATEMENT OF REQUIREMENTS

Network and security device in scope-without disturbing operations.

1.2.34. VAPT should cover all Servers.and Networking equipment at Data
Centr.e',- DR Site and all other stations. ' )

1.2.35. Locations covered in VAPT are all ZIMRA stations

1.2.36. The Authority expects:an authenticated type but non-destructive _
vaulnerability assessment to be carried out. Bidder should be able to covera
broad range. of systems like Operating system (Windows, Red Hat Linux,
etc.}, Databases (MySQL, Oracle etc.), Web servers (Apache Tomeat, [IS

gte.), Network devices (Routers, Switches; Gateway, Proxy etc.), Security

devices (Firewall, 1IDSs, iPSs, etc.).

1.2.37. Assessment of OS Hardening: Bidder shall carry out the assessment
of OS hardening to check & explore the gap in hardening, patch management

etc.

1.3. Vulnerability.and:Penetraﬁon‘ Testing Services Clean Up. The clean-
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES
PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

PART 2 STATEMENT OF REQUIREMENTS

“ up ;c:}wl es ine udebut are not limited to the following:

a) Update and/or removal of test acéounts added or modified during testing
b) Update and/or removal of database entries' added or modified during:
testing

¢} Uninstall test tools or other artefacts as applicable:

dj'Resto_ring_sggu_rity controls that have been altered for testing

e) Provide Clients with necessary information and/or guidance on how to

152}K¢ |

verify Client’s environments have been restored

>

HT

) Provide Client with confirmation that the environments have been clearied.

Ly

and restored. In situations where Client find issues after Services have. been;

completed, the Supplier shall return and fix the issue for Client ensuring jo

PROCUREM

Client satisfaction.

2 6 APR 2024

1.4. Déliverables;

External VAPT report, Internal VAPT report, Evidence of successful
exploitation such as screenshots, logs and data leaked, Final report on the
overall ICT Security posture and Detailed Recommendations on the

vulnerabilities found

1.5. Skills Transfer

The appointed service provider will work closely with the ICT to ensure the
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER:ZIMRA NCB 13/2024

PART2 STATEMENT OF REQUIREMENTS

T transfero skills an contiuity of VAPT skills until the expiring of contract,

1.6. Qualifications and Experience Regquitements: Bidders must have
experience in developing and delivering vulnerability assessment and
penetration testing sefvices relating to -the'_Spe'c'i'élized sectors and shouild
provide evidence of company experience and the set of team qualifications

and specialist skills and experience

LT N,
. /5
1.7 Vulnerability Assessor and Penetration Tester should have the following é:’
Iy

qualifications;

HEAD OFFICE
2 6 APR 2024

a) Any two of the following; Offensive Security Certified Professional
(OSCP), Certified Ethical Hacking, GIAC Penetration Tester (GPEN)

¢ REVEWUE 77

B

Certification

1g-{ 052

b) Degree in Information System / Computer Science.

¢) Minimum of 3.years’ experience as Vulnerability Assessor and
Penetration Tester

d) Vendormust be 1S027001 Ceitified

'1.8 Experience with carrying out VAPT services in Entérprise Environments. -

Provide 3 reference letters
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B.ID_D]NG DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024
PART2 STATEMENT OF REQUIREMENTS

The detailed technical evaluation will ‘examine the technical specification of the items offered in
column ¢ and determine whether this meets the minimum specification’ in column b. Biddérs must
complete column ¢ or:their tender will be rejected. Bidders are required to include technical
literature to positively support the details provided in column c.

Declaration by the Accounting Officer
I declare that the procurement is based on neufral and fair technical requirements and bidder
qualifications.

&0 C\Mﬁ"‘ﬂ\wﬁ\ .............
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BIDDING DOCUMENT FOR THE PROVISION OF VULNERABILITY
ASSESSMENT AND PENETRATION TESTING (VAPT) SERVICES

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB 13/2024

TART 3 CONTRACT

PART 3 CONTRACT
Contract Agreement

Procurement Referciice: DOMESTIC TENDER ZIMIRA NCB 132024~~~ 7~

THIS CONTRACT AGREEMENT is made the [insert: date] day of linsert: month],
[insert: year]. g

BETWEEN

(1)  [insert complete name of Procuring Entity], 4 [ insert description. of type of legal
entity, for exidmple, an agency -of the Ministry of ... of the Governmeni of
Zimbabwe, or corporation incorporated under the: laws of Zimbabwe[ and having
its principal place of business at finsers full poslal address af P: ocurmg Entzty]
(hereinafter called “the Procuring Entity™), and -

(2) ~ [insert name of Contr ‘qetor], a corporation. mcorporated under the laws of [inser{:
country. of Contractor] and having it$ principal place of business at [insert full
postal address of Contractor] (heteinafter called “the Contractor”).

WHEREAS the Procuring Entity invited Bids for certain Goods and ancillaty services, viz.,
[insert brief description-of Goods and Services] and has accepted a Bid by the Contractor for
the supply of those Goods and Services in the: sum of [insert Confract Price in words avid
Jfigures, expressed in the Conirac! CUFT ency] (heremaﬁer called “the Contract Prlcc”)

NOW THIS AGREEMENT WITN ESSETH.AS FOLLOWS:

1. Inthis Agreement words and expressions shall have the same meanings as are a531gned'
to them in the General and Spe01a1 Conditions of Contract referred to below.

2. The following documents shall constitute the Contract between the Procuring Entity and
the Contractor, and each shall be read and construed 4s an integral part of the Contract:

(a) This Contract Agreement;

(¢) General Conditions of Contract;

(d) Technical Requlrements (mcludmg Schedule of Requn e
Specifications);

(&) The Contractor’s Bld orlgmal Price Schedules and Delivery Sy fe;

_ FA
() TheProcuring Entity’s: Notification of Contract Award,
(g) [Add here any other dociument{(s}].
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3. This Contract Agreement shall prevail over all other Contract Documents. In the event
of any discrepancy or inconsistency within the Contract Documents, then the
documents shall prevail in the order listed above.

4. In éonsideration of the payments to be made by the Procuring Entity to the Contractot-
as mentioned below, the Contractor hereby agrees with the Procurmg Entity to provide
the Goods and Services and to remedy any defects in them in conformity with the

. Contract.

5. The "Procurin‘g Entity hereby agrees to pay the Contractor in cdnéidefétiéri “of the -
provision of the Goods and Services and the remedying of any defects-in: them, the

Contract Price or such other-sum as may becoine payable under the Contract at the -

times.and in the. I_nanner_pr.escrlbe_d by the Coritract.

IN WITNESS whereof the parfies hereto have caused this Agreement to be. executed-in -
accordance with the laws of Zimbabwe on the day, month and year indicated above.

For and on behalf of the Procuring Entity

For and on behalf of the Contractor
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General Conditions of Contract

Any rtesulting contract is subject to the Zimbabwe General ‘Conditions of Contract (GCC) for the
Procurement of Goods (copy available on request) except where modified by the Special Conditions
biglow.

Special Conditions of Contract

Procurement Reference Number... NCB 13/2024

- The clause numbers given-in the first column correspand with the relevant clause number of the
- General Conditions of Contract.

Eligible Countries: All companies are in Zimbabwe are eligible.

Notices: Any nofice shall be sent to the following addresses:

| For the Procuring Entity; the-address-shall be as given in-the-Contract document and the
contact shall be, 6th Floor ZB Centre, Corner Kwame Nkrumah Avenue and

First Street, Harare Zimbabwe.

For'the Contractor, the address shall be as given in the Bid and the contact shall be

{state name of contact}

[ G€C19.1 | Liquidated Damages: Liquidated Damages in terms of section 88 of the Act shall
: apply. In the case of delays in the delivery of goods, the Contractor will be liable fo
pay damages-of 0.5% of coritract price per week of delay up to-a maximum of -

NB: The contractor will not bé charged liquidated damages when. the delay in
delivery or performance is beyond the contractor's control and is not causéd by
fault or negligence on the part of the contractor.
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GCC 212

Sample provision - For Goods supplied from "zz"ii;rro'ad-:

Packing, Ma_rkin_g -and Documentation: Th_e'jgoods s_h'a'[l meet the following special
packing requirements in addition to the general requirements stated in GCC ¢clause 21.1

The documerits fo be furnished by the Confractor are:

I, A negotiable bill of lading when the goods are coming by sea

2. Ahn airway bill, when the goods are coming by Air
3. A road consignment note; when the goods are coming-by-road:-{:

4. Insurance certificate,

Upon shipment, the Centractor shall notify the Procurmg _
company in writing of the full details of the shlpment In the
airfreight, the Contractor shall notify the Procunng Eatity a minim
(48) hours ahead of dispatch, the name of the carrier; thie ﬂlght number--thc expected:
time of arrival, and the waybill number. The Contractor shall email and then send:by.|}-.

courier-the following documents to the Procuring Entity, with a copy to- the insurance . o |
cotapany: sk

(i)  one original and two copies of the Contractor’s invoice; showitig:the Procuring:
Entity as.the consignee; the Contract number, Goods descrnpt:on quantity, onit
price, and total amount. Invoices must be. signed in orlgmal

(ii)  one original and two copies of the negotiable, clear, on-board through blll of
lading marked “freiglit prepaid™ and showing Procurmg Entity as'
and Notify Party as stated in the Contract, with delivé i
destination as per the Scheduleof Réguirements ‘arid - two- £0p
negotlab]e bill of Iadmg, road’ conslﬂnment note traekeorair

(iit) two-copies of the packln g list ldentlfymg contents’ of each packag

(iv) copy of the Insurance Certificate; showmg 1he Pror:urmﬂ'
beneficiary; :

{v) one original of the manufacturer’s or Contractor’s Warranty Certificate
covering all'items supplied;

(vi) original copy of the Certificate of Inspection firnished to the Contractor by the
nominated inspection agency and six copies fstate whether inspection is
requiredy; '

(vii) [any other procuremient-specific documents required for delivery/payment
purposes}-

(vi) original copy of the Cettificate of Inspection furnished to the Contractor by the
nominated inspection agency and six copies (where inspection is required);

(vit) [fother procurement-specific documents required for delivery/payment
purposes].
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. Sample prawsmn For.Goods from w1thm Zlmbabwe. D

Upon or before delivery of the Goods, the Contractor shall notify the Procuring Entity
in-writing and deltver the: followmg docunients to the Procuring Entity:

() onue original and two copies of the Contractor’s,invoice, showing the Procurin g
Entity, the Contract number, Goods” description, quantity, unit price, and total
amount. Invéices must be signed in original;

i l) ' two coples of dellvery note, road consignment note, truck or air wayblll or.
muitimodal transport document showing Procurmg Entily as'the consignee and

"de[wery through to final destination as statéd in the Coritract;

(111) copy of ‘the lnsurance Certificate, showing the Procurmg Entity as: the
beneficiary; .

(ivy four copies of'the packing list identifying contents of cach package;

__covermg all items supplied;

The above documents. shall be received by the Procuring Entity before arrival of the
Goods: and, if not received, the Contractor will be responsible for any -consequent
expenses.
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GCC 221

Insurance: The Goods shall be insured in accordance -v_v_ith'ﬂle specified Incoterms,

GCC 23.1
& 232

Inspections and tests: the tests and/or nspections of the Goods and Related Services
that the Contractor i$ required to carry at its own expense are: 100% inspection on
‘technical compliance.

GCC 24.1

Performance security: N/A

GCC 244

Reduction of performance security ( Nos applicable)

GCC25.1

Warraaty: The period of the warranty shall be-one (1) year manufacturer warranty.

GCC 25.6

Failure to remedy a defect: The period allowed to the Contractor to remedy a defect
during the period of the Warranty shall be (30) days

GCC29.1

Price adjustments: The following price adjustmenis are applicable.

When the application of price adjustment would modify the initial price by more than
twenty per centum or would modify the balance owing under the contract by more thaii
twenty per centum, the procuring entity may terminate the contract

GCC30.1

Terms of Payment: The structure of payments shall be:

Acceptance: The Contract Price shalfl be paid to the Contractor within thirty (30) days
after the date of the acceptance ceriificate for the respective. delivery issued by the
Procurmg Entlty

Payment will be made to local suppliers in Zimbabwe, Dollars (ZWL$) at. the
prevailing RBZ Auction rate on the date of payment.

there shall be no-advance payment unless or otherwise-agreed by both parties. In the
event that advance payment is approved, the Contractor must avail a bank-
guarantee of the equivalent amount from a reputable registered commercial
bank redeemable in Zimbabwe.

GCC31.1

Cortract Administration Fee: The Contract Administration Fee set out in Part VI of
the Public Procurement and Disposal of Public Assefs (General) (Amendment)
Regulations, 2020 (No.2) is due upon the signing of the Contract and the applicable Fee
ZWL$875,000 for domestic bidders per annum and US$ 10, 000. 00 for foreign bidders
per annum.
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